Abstract: We propose a novel physical layer security-enhanced digital filter multiple accessbased passive optical network (DFMA-PON), for the first time to our best knowledge, by using phase masking and hybrid time-frequency domain chaotic scrambling. In the proposed secure DFMA-PON, all digital orthogonal filters have different random phase and the random phase is controlled by a hyperchaotic Chen system. The hyperchaotic Chen system is also adopted for the generation of scrambling matrices. In our demonstration, an encrypted signal has been experimentally transmitted over a 25-km standard single mode fiber in an intensity modulation/direct-detection DFMA-PON system. The experimental results verify that various attacks can be effectively prevented and indicate the proposed scheme as a promising solution for physical layer secure DFMA-PON systems.
Introduction
To enable access network not only adapting to highly dynamic traffic patterns but also offering on-demand connections/services, next generation access networks need to adopt much more advanced access technology [1] . Several access technologies have been reported, such as time division multiple access (TDMA), wavelength division multiple access (WDMA), hybrid TDMA/WDMA, frequency division multiple access (FDMA), and orthogonal frequency division multiple access (OFDMA). To meet the demand, all above access technologies need to be improved in reconfigurability, flexibility and elasticity. Digital filter multiple access (DFMA) [2] has been viewed as a promising candidate for future passive optical networks (PONs), owing to its numerous advantages such as functionality, flexibility, upgradability and great backward compatibility with existing PONs. Moreover, DFMA does not require the generation of sinusoidal carriers, mixers, or optical I/Q modulators, so it is relatively cost-effective [2] , [3] . And DFMA has good spectra utilization and high bandwidth resource allocation flexibility. Therefore, DFMA-PON reveals great potential in next generation access networks.
With the increased accessibility of broadcast-based access networks, security has become one of the most important issues. To improve the security of access networks, secure methods in both the upper layer and the physical layer have been developed [4] - [22] . Since the upper layer cannot protect the control data or heads, the upper layer secure methods may be vulnerable [4] - [6] . What's more, the key management is a core problem for upper layer based secure methods. Compared with the upper layer encryption, physical layer security has the advantage that it can provide transparent encryption for all data. For the physical layer security, various techniques have been proposed, such as chaos and deoxyribonucleic acid encoding [5] , chaotic laser communication [7] , [8] , exclusive or gate (XOR) [9] , [10] , chaotic pseudorandom RF subcarriers [11] , and chaotic constellation transformation [12] . However, the low stability and the key distribution speed are two main problems for the practical use of chaotic laser communication. Moreover, since the key space of XOR is not large enough, it can be easily deciphered via a force attack. Chaos-based physical security methods have been considered as a promising solution for access networks, and some chaos-based physical security schemes have been proposed, such as chaotic frequency scrambling [11] , [13] - [15] , chaotic constellation scrambling [16] , [17] , hybrid chaotic encryption [5] - [18] , chaotic fractional Fourier transformation [19] , Brownian motion encryption [20] , chaotic nonlinear encryption, and key space enhanced chaotic encryption [21] , [22] . In chaotic frequency scrambling, the key space of the system is restricted because the encryption is realized in frequency domain, which makes it vulnerable to brute-force attack. In chaotic constellation scrambling, it just rotates the constellation of QAM symbols. In Brownian motion encryption, it can realize both symbol substituting and symbol interleaving. In hybrid chaotic and nonlinear encryption and chaotic fractional Fourier transformation, the complexity is high. However, the current works have focused on the security enhancement schemes for OFDMA-PON using chaotic encryption. DFMA-PON has emerged as one of the most promising solution to meet the flexibility requirement of next generation access networks. But the security of DFMA-PON has been barely investigated. This paper is an extension of our previous work presented in [23] , with in-depth descriptions of the phase sensibility of digital filter and the chaos systems.
In this paper, we propose and experimentally demonstrate a three-dimensional (3-D) chaotic scrambling method to enhance the physical layer security of DFMA-PON systems. Phase masking and hybrid time-frequency domain chaotic scrambling are then employed. In the proposed secure DFMA-PON, digital orthogonal filters have different random phase and the random phase is controlled by a hyper-chaotic Chen system with complex dynamic trajectory [24] . The data on both frequency and time domain are then scrambled through the generated scrambling matrices. Finally, an encrypted DFMA signal transmission over a 25-km standard single-mode fiber (SSMF) has experimentally demonstrated in an intensity modulation/direct detection (IM/DD) DFMA-PON.
Principle
The schematic diagram of the proposed secure method for DFMA-PON is shown in Fig. 1 . The original data are firstly mapped into QAM symbols, and then they are serial-to-parallel (S/P) converted. Subsequently, the parallel data undergo frequency and time scrambling, where the scrambling matrices are produced by the hyper-chaotic Chen system. The hyper-chaotic Chen system can be then given by, 798, it is a hyper-chaotic system. x, y, z and ω are the outputs of this chaos system. This model can produce four chaotic sequences of (x, y, z, ω) simultaneously, which can be used to generate the scrambling matrices. In our scheme, x and (y, z, ω) are used for the generation of frequency and time scrambling matrices, respectively. In order to normalize the iteration values of Eq. (1), the decimal fractions of chaotic sequences (x, y, z, ω) can be represented by (x, y, z, ω) mod 1. An OFDM frame is presented as a matrix PF × T, where F is the subcarrier number and T is the total OFDM symbol number. We define the frequency scrambling matrix as MF, the time scrambling matrix as MT, respectively. And the generation of MF and MT has been found in [25] . So the encrypted OFDM signal can be expressed as Ps = MF × PF × T × MT. After frequency and time scrambling, the data are up-sampled (M↑) by a factor M via inserting M-1 zeros between two consecutive samples. After that, the up-sampled signal passes through a digital shaping filter and the phase of digital shaping filter is masked. All the digital orthogonal filters in the proposed secure DFMA-PON are constructed by using the Hilbert-pair approach [3] . The impulse responses of the ith Hilbert-pair hi(t) can be written as,
where f ci and ϕ i are the central frequency and the phase of the ith Hilbert-pair, respectively. p(t) is the baseband pulse, which is expressed by,
and f ci is given by,
where F sampli ng is the sampling speed of digital to analog converter (DAC) and analog to digital converter (ADC). The phase sequences (i.e., phase masking vectors) of all filters are produced by the hyperchaotic Chen system. To enhance the security of the proposed secure DFMA-PON, the phase sequences are different for the filters with different frequencies, while the phase sequences are same for the filters with the same frequency. All the filters update their phases of every K data unit. The encrypted signals after optical channel are transmitted to different optical network units (ONU) through an optical splitter (OS).
At the ONU side, ONU can recover the signals by reverse processing. The impulse responses of matching filters are written as,
With the property,
where the in-phase and the quadrature-phase filters of the Hilbert-pair are indicated by the superscripts "I" and "Q", respectively. t 0 is the time delay, which is induced by the digital filtering process.
Demonstration Setup, Results and Discussion

Phase Sensibility of Digital Filter in DFMA-PON
Simulation setup: The simulation setup of DFMA-PON is depicted in Fig. 2 , where 8 OFDM channels are multiplexed and de-multiplexed using digital orthogonal filters. For each OFDM signal, it is firstly up-sampled by a factor of 8, and then passes through a digital shaping filter (SF). After filtering, all signals are coupled in the digital domain. Subsequently, they are fed into a DAC to perform digital to analogue conversion. Then the signals are modulated using an intensity modulator. After propagation along the SSMF, the optical signal reaches the ONU, where it passes through a photo detector (PD) and an ADC. Then, it is input into a matching filter (MF) to perform filtering. Subsequently, the signal is down-sampled by a factor of 8. After OFDM demodulation, the signal can be recovered. We perform the simulation by using MATLAB and VPI. To investigate the phase sensibility of digital filters, we fix the phases of all matching filters to 0 and change the phases of all shaping filters. The total 8 filters are used by 8 different ONUs. The F sampling is 10GSa/s and the phase-mismatch value is normalized to π. Results and discussion: Fig. 3(a) and (b) show the bit error rate (BER) with the mismatch of phase values of 8 filters for back to back (B2B) and 25 km SSMF cases, respectively. The filter length L is 64 and the central frequency of the filter is given by Eq. (4), with i = 1, 2, 3 and 4. In both the cases, the corresponding results with the same filter show a similar performance. As the mismatch of phase values increases, the BER rises rapidly. When the mismatch of phase values is above 0.3 rad, the BER is above 10 −1 . Compared with the in-phase filters (I-PF), the phase sensibility of the corresponding quadrature-phase filters (Q-PF) is improved of about 0.02 rad at a BER of 1 × 10 −3 , which is mainly due to the fact that the I-PF has an intrinsic flat frequency response. 
Chaotic Characteristic and Measured Results
The experimental setup of the proposed secure DFMA-PON is shown in Fig. 5 , where two regular ONUs with different matching filters are considered. The encrypted signal is generated by Matlab. Firstly, two independent input data are mapped into 16-QAM sequences, which both have a length of 12000. After S/P conversion, there are two symbol matrixes with a size of 15 × 800. Then two symbol matrixes are scrambled by using the frequency and time scrambling matrices. After OFDM modulation, the number of subcarriers is 15, and 13 subcarriers are utilized to transmit valid data. The inverse FFT size is 32 and the cyclic prefix (CP) length is 1/8 of an OFDM symbol. The two OFDM channels are first up-sampled by a factor of 4 and pass through orthogonal shaping filters with a central frequency of 3.125 GHz. An arbitrary waveform generator (AWG) with a sample rate of 12.5 GSa/s is employed to generate the signal and the electrical spectra, as shown in Fig. 6 . We can see that the bandwidth of the signal is about 3.125 GHz. A 1552-nm distributed feedback (DFB) laser is used as the light source. The modulated optical signal is directly sent into a 25-km SSMF-28 and the launched optical power is 2.6 dBm. After a PD, the received optical signal is directly detected and the sampling rate of the digital phosphor oscilloscope (DPO) is 25 GSa/s. chaos, which indicates a good characteristic for encryption and makes it difficult to reconstruct the phase for illegal user. The sensibility of hyper-chaotic Chen system to change of the initial value x 0 is shown in Fig. 9 . Here, we simulate 100 iteration times with the initial value of 1×10 −15 . It can be seen that even two keys with tiny difference while two cases with total different iteration orbits, which indicates the chaotic sequence with good unpredictability. The statistical correlation curves of the generated encryption sequence are illustrated in Fig. 10 . The number of iteration times is 1000 and the results indicate that the generated encryption sequences have good random characteristic.
In the proposed solution, a 3-D chaotic scrambling method is employed to enhance the physical layer security of DFMA-PON systems. The original data are performed in time and frequency scrambling firstly using scrambling matrices before IFFT, where the hyper-chaotic Chen system is used to generate the scrambling matrices. Because the hyper-chaotic Chen system has shown complex chaos and good randomness, so the scrambling effect of scrambling matrices can be ensured. When time and frequency scrambling is accomplished, the sequence of the original data is greatly scrambled. In addition, a random phase is employed by all digital orthogonal filters, where the random phase is controlled by a hyper-chaotic Chen system. During the filtering, the phase of all filters is changing so it can prevent illegal user get the information via match the phase of filter. Thus the proposed solution has good performance to enhance the security. In the proposed solution, the security keys can be expressed as {x 0 , y 0 , z 0 , ω 0 , r}, therefore the size of the key space is (2 31 × 2 31 × 2 31 × 2 31 × 2 31 ) 2 = 2.09 × 10 93 if a single-float value is adopted. Thus it can provide sufficient security against brute-force attacks. The complexity of the encrypted sequences mainly due to the generation of random number and scrambling matrix. Hypothesis the length of input data is N, so the computational complexity of the generation of the random number and the scrambling matrix is O(N) and O(N * log 2 (N)), respectively. So the complexity of the encrypted sequences is O(N * log 2 (N)). In the experiment, a personal computer (PC) with a 3.40 GHz Intel Core i7-6700 has been used. Then we found that all process time is 40.113 s and 42.544 s without/with the encryption process, respectively, indicating that the proposed encryption scheme has relatively low computational complexity. Fig. 11 illustrates the measured BER for different ONUs with different cases. It can be observed that the received optical power of secure DFMA signal is 0.4 dB lower than that of conventional DFMA signal at a BER of 10 −3 (FEC limit). Compared with ONU1, the receiver sensitivity of ONU2 at a BER of 10 −3 is improved by 0.2 dB, which is mainly due to the fact that the filter of ONU1 has an intrinsic flat frequency response. For two regular ONUs, the power penalties are both about 0.3 dB at a BER of 1 × 10 −3 before and after transmission. The BER of any illegal ONU is around 0.5, which indicates that an illegal ONU cannot obtain any useful information due to robust information encryption. The constellation diagrams at illegal ONU and legal ONUs are shown in inset (a) and inset (b) of Fig. 11 , respectively, which have verified that the encrypted downstream DFMA signal cannot be correctly recovered by any illegal ONU.
Conclusion
We have proposed and experimentally demonstrated a phase masking and hybrid time-frequency chaotic scrambling scheme to realize the physical layer security for DFMA-PON. An encrypted signal has been successfully demonstrated in the experiment. The experimental results have verified that various attacks could be effectively prevented by the proposed encryption technique. Therefore, the proposed phase masking and hybrid time-frequency domain chaotic scrambling technique would be a promising solution to enhance the physical layer security of DFMA-PON.
